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中文摘要：

隨著軟體應用程式與網際網路的發展，其所伴隨而來的安全問題也日益嚴重。緩衝區溢位是軟體寫作上不可避免的問題，根據每年安全通報資料顯示，許多安全上的漏洞源自於緩衝區溢位，並成為駭客入侵攻擊的重大來源。軟體應用程式的一般使用者通常只能依靠軟體廠商發布的更新程式來防止因緩衝區溢位造成的攻擊，於是在尚未使用更新程式前，如何避免軟體遭受到緩衝區溢位攻擊、儘量延長軟體使用的安全時效是防治緩衝區溢位的重點。藉由搜集、分析駭客使用的攻擊探測碼可建立起整體緩衝區溢位攻擊手法的模式，並可將此模式作為未來防治緩衝區溢位攻擊的基礎。關聯法則能夠發掘未知事物間的關聯性，因此可以協助建立緩衝區溢位攻擊間共有的特徵模式。本研究應用關聯法則以建立緩衝區溢位攻擊模
式，找出攻擊探測碼裡系統呼叫間的關係，實驗並建立可區分攻擊行為與正常行為的系統呼叫規則。根據關聯法則建立的規則能夠正確地偵測出緩衝區溢位攻擊，同時在誤判率也有很好的表現，進而能夠協助建立偵測到攻擊後的防範措施，降低系統遭受緩衝區溢位攻擊的嚴重性。
Abstract:

As the development of software applications and Internet, the security issues come with more serious. Buffer Overflow is an unavoidable problem in software programming. According to the advisories of each year, they show that many security vulnerabilities are from Buffer Overflow. Buffer Overflow is also the cause of intrusion made by hackers. The users of software applications usually depend on the software patch released by software venders to prevent the attacks caused by Buffer Overflow. Before applying software patch, how to avoid attacks to software and prolong the safe period of software is an important issue to prevent Buffer Overflow. By collecting and analyzing the exploit codes used by hackers, we can build the overall pattern of Buffer Overflow attacks, and we can take this pattern as the basis for preventing future Buffer Overflow attacks. 

Association rules can find the relations of unknown things, so it can help to build the common patterns between Buffer Overflow attacks. In this work we apply association rules to build the patterns of Buffer Overflow attacks, and to find out the relation of system calls inside the exploit codes. We experiment and build a group of system call rules that can differentiate the attack behavior and the normal behavior. These rules can detect the Buffer Overflow attacks exactly and perform well in false positives. And then they can help to do further defenses after detecting attacks and alleviate the seriousness of Buffer Overflow attacks to computer systems.
